Distributionally Robust Optimization via Regularized Robust

Optimization
William Piat* Jalal Fadili’ Frédéric Jurie* Sébastien Da Veiga®
Abstract

In this paper, we aim at solving distributionally robust optimization problems motivated by application
in robust machine learning. For this, we propose a novel SGD-type computationally tractable and prov-
ably convergent algorithm without any need of convexity/concavity assumptions unlike most works in the
literature. To achieve this, the distributionally robust optimization is first approached with a point-wise
counterpart at controlled accuracy. Second, to avoid solving the generally intractable inner maximization
problem, we use entropic regularization and Monte Carlo integration. The approximation errors induced
by these steps are quantified and thus can be controlled by making the regularization parameter decay
and the number of integration samples increase at an appropriate rate. This paves the way to minimizing
our objective with stochastic (sub)gradient descent whose convergence guarantees to critical points are
established. To support these theoretical findings, compelling numerical experiments on simulated and
benchmark datasets are carried out and confirm the practical benefits of our approach.

Keywords Robust optimization, DRO, Smoothing, Regularization, Robust learning, Neural networks, SGD.

1 Introduction

The need of robust models arises when we are considering modeling in the face of uncertainties. Building
a reliable decision-making system in the face of uncertain inputs is central to many critical applications:
not only the system has to prove it operates correctly on its operational design setting, but it also has to re-
main stable under some perturbation. In the literature, stability over some kind of perturbation is referred
to as robustness and is one of the main challenges in many areas of science and engineering, for instance
in optimization, operations research, management sciences, finance, logistics and supply chain or machine
learning, to name a few (see [, 2] for a comprehensive review). Since there are growing applications to
critical systems, it is crucial to prove that a statistical model can operate under a given level of uncertainty.
On some critical cases the model has to remain stable given any possible point in the uncertain set, as if
the perturbation was tailored by an adversary to perturb the decision-making. In this context, Robust Opti-
mization allows to optimize under uncertainty without an explicit model of the uncertainties and thus aims
at limiting the scope of actions of any adversary perturbing the model.
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1.1 Problem statement

Let (Z,d) be a (data) metric space with Z = X x ) C R™, where X (resp. )) is the input (resp. output)
space. Let pg be a probability measure on Z, © C RP? the parameter/action space, £ : © x Z — Ry aloss
function such that £(0, -) is pp-measurable and integrable for all § € ©. Throughout, we assume that O is
closed. Consider the optimization problem:

IergélEszO [£(6,z)]. (1)
Robust Optimization (RO) is one contemporary robustification approach to deal with the presence of data
perturbations, adversarial attacks, or uncertainties in (1) [1, 2, 3]. The origin of the RO approach can be traced
back to the classical economic paradigm of a two-person zero-sum game formulated as a min-max problem
(seee.g., [4] the recent review paper on min-max problems and their applications from a signal processing and
machine learning perspective, and [5] for a mathematical finance perspective). In this framework, an agent,
considered as a defender, is subject to degradation of its performance by a secondary player, the attacker.
The defending agent (here 6), whose goal is to minimize an objective function under action constraints O,
aims at guarding against the degradation of the objective by optimizing its worst value under perturbation
without changing the feasibility set of the actions. Put formally, the robust counterpart of (1) reads

B en 2, £0.9)] >
where £ > 0 is the size of uncertainty/perturbation/attack, and the perturbation acts pointwise on z in the
adversarial risk, which justifies the terminology Pointwise Robust Optimization (PRO) for problem (2). A
common choice is d(z, 2') = ||z — 2/[|, where [|-|| , is the £, norm on R™ with ¢ > 1 with the usual adaptation
for ¢ = oc.
PRO is one way of quantifying the impact of an adversary or perturbation, and other notions of adversarial
risk have been proposed in the literature. In particular, in many areas, such as machine learning, the existence
and pervasiveness of adversarial examples point to the limitations of the usual independent and identically
distributed (i.i.d. ) model of perturbations. This suggests another approach, known as Distributionally Robust
Optimization (DRO), which asks to not only perform well on a fixed problem instance (parameterized by a
fixed distribution pg), but simultaneously for a range of problems, each determined by a distribution around
po- DRO takes the form

06 D(glp%))(ﬁe Eanp [L060:2)], ©)
where D is a discrepancy on the space of probability measures supported on Z. The choice of D affects the
richness of the uncertainty set and the tractability of the resulting optimization problem. Typical choices are
the Wasserstein distance [0, 7, 8, 9, 10], the Maximum Mean Discrepancy (MMD) [11] or ¢-divergences
including the Kullback-Leibler divergence [12, 13, 14]. There are also other ways to parametrize the pertur-
bation set in terms of the distribution moments, support, etc., [15, 16]. The Wasserstein distance has become
very successful in this context, and unlike other distances/divergences, it enjoys the remarkable property that
its ball around pg includes measures having a different support, which allows robustness to unseen data. This
is typically the case when py is the empirical measure on an observed subset of the data. In the rest of this
paper, we focus on Wasserstein balls.
Compared to PRO, DRO has the chief advantage of allowing to consider a larger range of perturbations, and
in areas such as machine learning, DRO has been widely studied. On the other hand, one observes that the
objective in the inner problem of the saddle point problem (3) is concave (actually linear) in p. Though this



property is apparently appealing, this problem operates in infinite dimension (space of probability measures
on Z), and thus DRO faces a first important challenge to solve compared to the finite-dimensional PRO prob-
lem.

The natural question that arises is whether one can have a surrogate of (3) which operates in finite-dimension
under minimal assumptions on the problem data (for instance £), and if this can come up with provable guar-
antees. For instance, is there a relationship between DRO (3) and PRO (2) (or alike) and hence can we solve
the latter as a surrogate for the former ? We will show later that this is indeed the case.

On the other hand, the rigorous treatment of (2), though in finite dimension, remains very challenging for
general losses L, especially in absence of the important properties of joint convexity-concavity in (6, z) and
smoothness which are key to design efficient and provably convergent algorithms [ 1]. These assumptions are
however stringent and unrealistic in applications we have in mind, for instance in the so-called adversarial
training with neural networks [17, 18, 19, 20]. Iterative solvers used by many authors do not come up with
any guarantee. In fact, in such applications, the inner maximization problem is generally non-concave in z
and is even provably NP-hard with certain activations such as ReLU [9]. The goal pursued in this paper is
thus to design algorithms to solve (2), as a surrogate for (3) under minimal assumptions on the problem data
(for instance, without need of joint convexity-concavity) while enjoying convergence guarantees.

1.2 Contributions

Our main contributions in this work are:

1. The DRO problem (3), when D is the Wasserstein distance with Lipschitz continuous ground cost, is
approached with a PRO counterpart of the constrained form (2) with a controlled accuracy that depends
on the perturbation radius.

2. To avoid solving the generally intractable inner maximization problem in (2), we first smooth the
latter using entropic regularization and then use Monte Carlo integration to approximate integrals. We
conduct an error analysis to precisely quantify these approximation errors and provide error bounds
both on the objective values and its subgradients. Relying on the theory of I'-convergence we show in
particular that the minimizers of the approximate problems converge to those of PRO.

3. Capitalizing on the above results, we propose provably convergent stochastic (sub)gradient descent
(SGD) algorithms to solve the PRO problem. The first algorithm supposes access to an oracle of the
inner maximization problem. To avoid the latter, which can be challenging, we also provide an inexact
SGD algorithm with asymptotically vanishing error term. This error originates from the regulariza-
tion and integration sampling parameters, and making them decay at an appropriate rate, convergence
guarantees to critical points are established without any need of convexity-concavity assumptions on
the loss L.

1.3 Relation to prior work

There is a substantial body of work on robust optimization dedicated to robust learning. Here we only review
those closely related to ours. Many works have studied instances of DRO for which tractable algorithms can
be designed. For D chosen as a ¢-divergence, and under some assumptions on £, [1, 13, 21] propose convex
optimization approaches.

For the Wasserstein distance, several authors convert the DRO problem through duality into a regularized
empirical risk minimization problem closely related to PRO [22, 6, 7, 8, 9, 23, 11] (see detailed discussion in



Section 3). Stochastic gradient descent was applied in [9] to this penalized form and convergence guarantees
are established under the assumptions that the gradient of the loss L is bi-Lipschitz and the ground cost c is
strongly convex. However, this approach resorts to an oracle corresponding to solving an inner supremum
problem. This is again a challenging problem and even NP-hard. Stochastic coordinate descent was also
advocated in [ 1 1 ] but without any guarantee. In this work, we treat a much larger class of losses and costs and
use smoothing to translate the inner maximization problem into an integration problem that we approximate
with Monte Carlo integration. Overall, this allows us to apply stochastic gradient descent while being able
to prove convergence to critical points of (2). While we were finalizing a first version of the paper, we
became aware of the work of [24] who also used entropic smoothing to learn an optimally robust randomized
mixture of classifiers. Their setting and motivation is however different and their algorithm does not enjoy
convergence guarantees.

There is another line of research about DRO where D is the entropically regularized Wasserstein distance
[25, 26, 27]. In all these papers, the focus is on establishing strong duality and deriving the dual problem of
DRO in this case under various more or less stringent assumptions. The key property of the dual problem
with the entropic regularization of the Wasserstein distance is that there is no inner maximization problem
anymore, which is is replaced by a smooth approximation of the LIE (Log-Integration-Exp) type. This was
used in [25, 26] for computational purposes but with little or even no guarantees. This LIE smoothing appears
reminiscent of the one we propose for the PRO problem but the two approaches have marked differences.
First, our base measure in the integration (within the log) is the uniform one. It is the same as in [25],
but different from the one in [26] where it is a Gibbs measure associated to the Wasserstein ground cost
and where the entropic regularization parameter plays the role of temperature. Second, while we address
directly the PRO problem with the uncertainty set in a constrained form, the latter is in a penalized form in
the above papers. We thus do not need to optimize or choose any penalization multiplier. Third, and most
importantly, we proposed an SGD-type algorithm and provide its convergence guarantees which are lacking
in those papers.

1.4 Organization of the paper

Section 2 summarizes the key prerequisites and notations that are necessary to our exposition. Section 3
shows mild conditions under which DRO can be reasonably approximated using PRO. Section 4 is devoted
to our smoothing approach and its key theoretical properties. In Section 5, we turn to studying provably
convergent algorithms to solve the PRO problem. Finally, we illustrate these results on some use cases
(Section 6) that show the advantages of using smoothing over other heuristics.

2 Preliminaries and assumptions

2.1 Preliminaries

Throughout, |||, ¢ € [1,+00c] is the £, norm, Bf(z) is the £, ball of radius r > 0 centered at z. The
subscript ¢ will be omitted when ¢ = 2. For N € N, [N] is the set of integers {1,...,N}. uc() is the
Lebesgue measure/volume of a set. For the nonempty set C, ¢¢, is its indicator function (taking 0 on C and
+o00 otherwise), and dist(z,C) = inf,e¢ ||z — z|| is the distance function to C. The set of nearest points of
x in C are denoted by P¢(z). €* is the class of s-continuously differentiable functions and % is the space of
continuous functions. For any sequence (6 )xen, we denote €( (0 )ren) the set of its cluster points.
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Probability measures For a subset C C R™, let BB be the Borel o-algebra on C. M (C) denotes the cone
of non-negative measures on (C, B) equipped with the finite total variation norm. We also define P(C) the
space of Borel probability measures on C

Pe) {eemi@: [asta =1},

0, is the Dirac measure at .
For any (v, 1) € P(C), the Kullback-Leibler divergence between p and v is

KL (1, v) = /Clog <’:Eg> du(z) if p < v and /c log (”(x)> ‘ dp(z) < oo

v(z)
+o00 otherwise,

where < stands for absolute continuity of measures.
For (v,u) € P(C), denote II(u,v) their couplings, i.e., joint probability measures 7 on Z? whose
marginals are 1 and v. The Wasserstein distance between p and v with ground/transportation cost c is

We(p,v) = inf /c(z,z')dw(z,z’).
nell(p,y) J 22

When c(z,2') = ||z — 2/ Hg, q > 1, then W¢ /4 is indeed a distance, known as the g-Wasserstein distance. We
will denote it Wj,.

I'- or epi-convergence We will invoke the notion of I'-convergence, which plays a fundamental role in
convergence of optimization problems (values and extrema points). In finite dimension, I'-convergence of a
sequence of functions corresponds to convergence of their epigraphs. The interested reader may refer to [28]
for a comprehensive treatment.

Tameness We will need the notion of tame functions (and sets). A rich family will be provided by semi-
algebraic functions, i.e., functions whose graph is defined by some Boolean combination of real polyno-
mial equations and inequalities [29]. Definable functions on an o-minimal structure over R correspond in
some sense to an axiomatization of some of the prominent geometrical properties of semialgebraic geometry
[30, 31]. O-minimality includes many important structures such as globally subanalytic sets or sets belong-
ing to the log-exp structure hence covering the vast majority of applications in learning, including neural
network learning with various activations and loss functions. A slightly more general notion is that of a tame
function, which is a function whose graph has a definable intersection with every bounded box. We then
use the terminology definable for both. Given the variety of optimization problems that can be formulated
within the framework of definable functions and sets, our convergence results will be stated for this class.
The reader unfamiliar with these notions can just replace definability by semialgebraicity.

We now summarize a few properties of the Clarke subdifferential that will be useful to us in this paper;
see [32].

Proposition 2.1. Ler f, g : R™ — R be locally Lipschitz continuous functions. Then
(i) O (Af)(x) = NC f(x), X € R.
(ii) 0°(f + g)(x) € 0 f () + 0g(x).



(iii) Consider the family of functions ( fi)icr, where T is a compact space and t — fi(z) is upper semi-
continuous. Suppose that for each t, fy : R™ — R is locally Lipschitz continuous. Let f(x) =
maxer fr(x). Let S be a subset of full Lebesgue measure. Then

9% f(x) C conv {klim Vi (xg) s o = x5 € Sty €T, fi,(z) — f(:z)} : 4)
—00
If moreover, the functions f; are of class €1 such that fi(x) and V fi(x) depend continuously on
(t,z)', then
o°f(e) = { [ @t e P(Argmox (o)) | ®
T teT

Remark 2.2. We have made no effort to further weaken the assumptions in the calculus rules of Proposi-
tion 2.1 since they are sufficient for our purpose.

2.2 Main assumptions

In order to help the reading, we summarize the working assumptions on c and £ that will be used throughout
the paper (for some results only a subset of these assumptions will be needed). In the sequel, the perturbation
radius ¢ is fixed and given.

(H.1) Z is a compact set and the ground cost c(z, 2’) = ||z — 2'||%, ¢ > 1, where || - || is a norm on R™. In
the sequel, we denote the set C. as a ball of Z in the norm || - || of radius ¢, i.e.

Csdéf{ZEZ: Izl <e}.

(H.2) L is continuous on © x Z and bounded from below.

(H.3) For each bounded subset = C O, there exists a strictly increasing function ¢z : Ry — R, with
$z(0) = 0 such that |[£(0,2) — L(0,2")| < ¢z (||z — #/||) for all § € = and all (z, 2’) € Z2.

(H.4) For each bounded subset = C ©, Jl= > 0 such that |£(6, z) — L(#, 2)| <= ||§ — ¢'||, V(0,0 € =2
andVz € C. + Z.

(H.5) For z € Z, L(-, z) is differentiable on an open set containing © with VL(-, -) continuous in both of
its arguments, and VgL (-, z) is locally Lipschitz continuous uniformly in z, i.e., for any bounded set
=, 3Lz > 0 such that ||VeL(0, 2) — VoL(0',2)| < Lz |0 — |, ¥(0,0') € E2 and V2 € C. + 2.

def
Let LE,Z = maXge=, e Z+C. “VH'C(g,Z)H-

Remark 2.3 (Discussion of the assumptions).

* One can see that C. is convex, compact and full dimensional. (H.1) corresponds to the case where
Wcl/ T s the q-Wasserstein distance W,. This assumption is not restrictive, and was made to make the
presentation lighter. It is also sufficient for our purposes and it covers most applications we have in
mind, e.g. robust training in machine learning as reviewed in the introduction. Many of our results
can however be extended rather easily to more general costs c as soon as the corresponding set C. is
compact, convex and full dimensional.

!'Functions f such that these assumptions are verified are known as lower-%" functions; see [33].



* The compactness assumption on Z is crucial. First, and naturally, it ensures, together with (H.2),
that the inner maximization problem in (8) is well-defined. This assumption is also needed for the max
Jormula (5) to apply with T = C. + z, for any z € Z. Second, this assumption entails, with continuity,
that the constants l= and Lz z are finite. Again, our setting is very general (non-smooth, non-convex)
and we need minimal compactness assumptions to prove guarantees. Note that this compactness as-
sumption holds in many applications including machine learning considered in this paper.

(H.3)-(H.4) are mild. They hold for instance of L is continuously differentiable in both arguments.
This covers many problems of interest including in machine learning that will be the focus of our
application. (H.3) also holds if, e.g., L(0,-) is locally Holder continuous. Note also that (H.3)-(H.4)
imply (H.2) if © = E.

(H.4) says that L(0, z) is locally Lipschitz continuous in 6 uniformly in z. This is a minimal require-
ment for the max formula (4) to apply.

* (H.5) is a strengthened version of (H.4), and will allow, among others, to apply the max formula in
(5) of Proposition 2.1(iii).

* Our assumptions are much weaker than the strong concavity assumption of L(0,-) — ||z —-||%, on Z,

for any v > 0, that most existing works in the literature generally assume.

3 From DRO to PRO

The goal here is to show how to go from the DRO problem (3) to the PRO one (2), provably, by bounding
the corresponding objectives. This paves the way to using PRO as a surrogate for DRO provided that ¢ is not
too large.

Proposition 3.1. Suppose that (H.1), (H.2) and (H.3) hold. Then, for any 6 € Z, where = is a bounded
subset of ©,

0< sup E.,[(L(0,2)] —E.wp {max L6,z + z’)} < Cqizt,
Wq(p.po)<e z'eCe

where Cy , is a non-negative constant that depends only on q and | z.

See Appendix A.1 for the proof.

In [9] (see also [7]), using Lagrangian duality arguments, it was shown that

sup  E.,[(L£(0,2)] = n;% <’y€ +E.p [sup (L£(0,2") — ~e(z, z’))D , (6)

We(p,po)<e = Z€Z

For a fixed parameter v > 0, this can be seen as a penalized form of the constrained form (2). Though
(6) is an identity rather than a bound, it faces a few algorithmic challenges to solve. For instance, the joint
presence of the expectation and the inner maximization problems makes minimization of the multiplier v a
difficult task. One can of course think of a simple procedure such as bisection but this will necessitate extra-
smoothness assumptions and to solve for # for each value of « on the bisection. If £(0,-) has a Lipschitz
continuous gradient, and c is strongly convex in its second argument, then it can be easily shown that for ~
large enough, £(0, -) — c(z, -) is strongly concave. This has been leveraged by [9] to use gradient descent to
minimize over 6, but only for a fixed (large enough) parameter . But still, choosing -y is not easy.



Taking c as in (H.1), and py the empirical measure on n points, the following bound was established in
[ b ]7
n
1 /
0< sup E. p[(L£(0,2)] — sup = L(6,2) <lz/n. @)
We(p,p0)<e (z;)Z% Szl —zi|<ed n i=1
As in our case, this gives access to a uniform bound, but which depends now on 7 rather than ¢ (and thus
gets tighter as n increases). However, the price to pay is that, unlike problem (6), the inner maximization in
the surrogate problem (7) is coupled between all variables in the objective and constraints, necessitating to
optimize on a variable in R"" rather than R™.

4 Entropic regularization

Despite formulating surrogates as devised in (6) and (7) and discussed above, solving the resulting min-max
problems remains a very challenging task unless stringent joint convexity/concavity assumptions are made.
This is the motivation behind our smoothing hereafter.

In view of Proposition 3.1, the PRO problem (2) now reads

. !
min k., [meacx (0,2 + 2 )] : ®)
We will use the shorthand notation?
g(0) © hax L£(0,2+ 7). )
2'eCe

As C. is compact by definition, and recalling the continuity assumption (H.2), the set of maximizers in g is
a nonempty compact set. We will then rewrite function g as

f) = max L0,z + 2Ndu(2), 10
o) = mc | 260,25 )an) (10)

and the integral is a duality pairing between P(C.) and € (C.). We will show that (10) and its subgradients

can be provably approximated following a two-step strategy: first, an entropic regularization followed by
Monte-Carlo sampling to approximate the integrals.

4.1 Regularized objective

Problem (10) is concave in p, but operates in infinite-dimension and is thus hard to solve. Approximating
(10) by an atomic measure supported on a finite set (i.e., replace P(C.) by a finite-dimensional simplex
by sampling N points at random in C.), as done by some authors (see e.g., [34]), suffers an exponential
dependence in 1/m. Indeed, an analysis using Lipschitzianity of £ shows that this method achieves an
approximation rate of O(N /), and essentially, this cannot be improved. Rather, we will consider the
following regularized version of (10), namelyAs for g, g, also depends on z but we drop this in the notation.

g-(0) ' max L0,z + 2")du(z") — TKL(u, v), (11)
EP(C:) Je,

>Keep in mind that g depends on z but we drop this to lighten the notation. This will have no incidence on our claims and
analysis.



where 7 > 0 is the regularization parameter, and v is a reference measure on C.. Entropic regularization has
been used in several fields including optimal transport [35] and semi-infinite programming [36].

In the sequel we will set v as the uniform measure iy on Ce, that is dv(z') = ps(Ce)~d2’ for all
2" € C.. The KL regularization term then prevents solutions to be atomic measures as such measures are not
absolutely continuous with respect to the uniform one.

Remarkably, (11) is well-posed under mild conditions and has a unique solution taking an explicit form.

Proposition 4.1. Assume that (H.1)-(H.2) hold. Then (11) has a unique solution and

L(0,z+2") /
5(9"”2/))]) — rlog Je, o (20741) a- . (12)

~(0) = 71og (B
g ( ) T Og< Hu |:eXp< . ,LLL',(CE)

The proof can be found in Appendix A.2. It turns out that convexity of C is not needed. Note also that
this is a generalization of the standard log-sum-exp formula for softmax smoothing of the maximum of a
finite number of functions, where now the sum is replaced by an expectation wrt to the base measure .

4.2 Consistency of the regularization

We now turn to describing how g, in (11) is a good surrogate for g in (8). We provide both a qualitative
result as the regularization parameter 7 vanishes, and a quantitative convergence rate.

Theorem 4.2. Assume that (H.1)-(H.2) hold. Then, the following statements hold:

(i) (Eznpo [97])), 5 is increasing as T\, 0 with B, [9-(0)] < E.~p, [9(0)] forany 0 € ©. If O isa
compact set, then E ., [g-] + 1o [-converges to E.,, [sup; g-] + te as 7 — 0.

(ii) If, moreover, (H.3) holds, then for any T €]0,1] and 0 € Z, where = is a compact subset of ©,
g(0) — h(1) < g-(0) < g(0), (13)

where
h(r) = mrlog(r™") + ¢z (7De.) (14)

and Dc_ is the diameter of C.. Thus B, [9-] + 1tz T-converges t0 E.,, [g] + tz as T — 0.

See Appendix A.3 for the proof.

Remark 4.3.

1. The second term in h(T) depends on ¢z and reflects the impact of the smoothness of the loss L(6, -)
on how well g, approximates g. When L(0,-) is k-Hélderian with k €]0, 1], this scales as O(T").

2. For the dependence on the dimension of the convergence rate, the first term grows linearly. For the sec-
ond term, the function ¢ z in (H.3) may also hide dependence on the dimension. This again emphasizes
the role of the smoothness modulus of the loss in controlling the robustness of the model.

In view of Theorem 4.2, we obtain the following key result, which relates the minimizers of the smoothed
problem to those of the original PRO problem.



Theorem 4.4. Suppose that (H.1), (H.2) and (H.3) hold, where © is a compact set. Let §; € Argmingcg g-(0).
Then the following holds:

(i) lim,_,o+ mingee Eonp, [97(0)] = mingeo Exnp, [9(0)].
(ii) Each cluster point of 0%, as T — 0T, lies in Argming.g E.,, [g(0)].
(iit) In particular, if Argmingeg E.~p, [9(0)] = {0*}, then lim,_,q+ 0% = 0™
See Appendix A.4 for the proof.

Remark 4.5. [t is well-known that convergence of minimal values and minimizers from I'-convergence needs
uniform compactness materialized by equi-coercivity. Compactness of © ensures this and that the claims of
Theorem 4.2 hold true.

4.3 Consistency of the Monte Carlo integration

Computing the values g, (6) in (12) necessitates to compute a possibly high dimensional integral. Our goal
is to approximate the latter with Monte Carlo integration by uniformly drawing independent samples (212)2\7:1
in the set C.. This gives the approximation

N exp (L(O,Z—Q—Z;C) )

def
grn(0) = Tlog | Y 7 (15)
k=1
We now provide an error bound for such an approximation. We denote AL(6) ey L(0) — L(0), where
L(6) -y inf £(0, Z + C.) and L(0) o sup L£(6, Z + C.). For = a compact subset of O, will also de-

fine £Z min L(Z), Fal max £(Z), and ALZ 4f 7= _ = is the oscillation of £ on Z. The lower

bound L= is well-defined thanks to assumption (H.2). We also have < +o0 thanks to continuity of £ on
© x Z by (H.2) and compactness of Z by (H.1). In turn, ALZ < +00, i.e., £ has bounded oscillation on

—

Theorem 4.6. Suppose that (H.1), (H.2) and (H.3) are verified. Then, the following holds for any compact
set= C O.

(i) We have
ALE
S E[lgr.v(0) — g(0)]) < h(r) + = (16)
where h(T) is given in (14).
(ii) If, moreover, (H.4) holds, then for any t > 0
suplgn(6) — 9(0)] < h(r) 4 7 [EEUOEN L AEEERE )

with probability at least 1 — 2N ~*, where D= is the diameter of =.
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(iii) Assume, in addition, that

ALE 4‘;55
H.6) 7 is a function of N, say Ty, with Ty — 0 and Tye ™~ logN 4 e ™ _\()as N — +o0.
N N
Then,
(a)

sup llgrn(0) = 9O | 2

(b) If (H.4) also holds then the event

Grn.N(0) Njoo g(0) forall 6e=

holds almost surely.
The proof can be found in Appendix A.5.

Remark 4.7. It is important to realize that the control in Theorem 4.6(ii) and (iii)(b) is uniformin all § € =.
This is the reason we need the additional regularity assumption (H.4). Observe also that the convergence
in expectation in (iii)(a) and that in almost sure sense in (iii)(b) are not equivalent. In fact, (iii)(b) implies
(iii)(a) by boundedness and the dominated convergence theorem. The converse is not true. In our statements
above, sup is actually a max since the inner objective is continuous (see the proof of Theorem 4.2) and = is
compact.

For fixed 7, the convergence rate in (17) is O(N -1/ 2) (up to a logarithmic term). But one has to keep
in mind that we have not used any smoothness property of £(¢,-) in our simple (uniform) Monte Carlo
sampling integration. This could be possibly improved using the rich theory of Monte Carlo integration, see
e.g., [37, 38], but probably at the price of a higher computation cost. Such improvements may also potentially
necessitate more sophisticated deviation bounds in the proof instead of Hoeffding’s inequality that we use
here.

Note that the variance of the samples appears implicitly in (17) through the exponential term. One can
alternatively use Bernstein’s inequality instead of Hoeffding’s inequality to show that

sup |g-,n(0) — g-(0)] = O <Tq(9) tlogN)

b= sS@)V N

with high probability, where

_ 1 £(6,2) 1 £(6,2) _
S(6) = /ef dz’ and o2(0) = /627 dz’ — S(6)2.
0= @ e, 0= 5@ . )

The error bound (17) reveals an exponential dependence in 7, and thus for the right-hand side to vanish
as T — 0T and N — o0, there is a trade-off between N and 7 to annihilate the exponential term and
make the right hand side of (17) converge to 0. Taking 7 ~ (klog N )_1, for any x > 0 large enough
such that kALZ < 1/2, the convergence rate in (17) is dominated by the first term h(7) which scales as
O ((log N )_1). This choice of 7 however depends on = which is not always desirable unless = is known a
priori. The alternative choice 7 = ¢/ log(log V), ¢ > 0, is independent of = but entails a slower convergence
rate in (17) (and (16)) of O ((log(log N) '+ ¢z ((10g(log N))_l)). These slow rates anyway reflect the
difficulty of approximating the function g in (8) without any smoothness prior.
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4.4 Consistency of the subgradient estimate

Equipped with the above results, a natural strategy now is to solve the PRO problem (8) by using g, x in
(15) as a (provably controlled) approximation of g. Towards this goal, we would like to apply a first-order
scheme, typically (sub)gradient descent. Such a scheme will involve a first-order oracle on g, y, the gradient

0 =gy )
Vg n(0) = VoL(0,z+ z —
N s 0 k Z;\/Zl exp (M)

The natural question that arises is whether (18) behaves well as 7 vanishes and is a consistent approximation
of a Clarke subgradient of g (the latter being accessible via the formula (5) in Proposition 2.1 under mild
assumptions). The result in Theorem 4.8 shows that this is indeed the case under appropriate assumptions on
L that are slightly stronger than those required for consistency of the (zero-th order oracle) function values
established in Theorem 4.6. In turn, Assumption (H.6) will also be slightly strengthened to:

(18)

ALE

ALE —
(H'.6) T is a function of N, say Ty, with 7y — 0 and e ™~ lo}gVN + v ©

1 TN
N —0as N — +oo.

Theorem 4.8. Suppose that (H.1), (H.2), (H.3), (H.4) and (H.5) hold. Then L and g n are continuously
differentiable, and the following holds for any compact set Z C ©.

(i) We have

A

supE [dist (Vgrn(0),0%9(0))] < leze 7 + (7). (19)
fe= N

(1) = 0-(1) and 0%g(0) = { . VoL(0, 2+ 2 )du(Z): e P(Argmaxﬁ(ﬁ, z+ Ce))} .

(20
(ii) Foranyt > 0 and N large enough,
& /2 t)log N
sup dist (Vgr.x(6), 0%g(0)) < 4Lz ¢ 5 1 2T DI0EN
fe= N
=4 (7 'Lz z(lz+ 1) + L=) D=
e N )+ Le) De +1(7). @)

with probability at least 1 — AN~
(iii) Assume, moreover, (H'.6) is verified, then

—_— 1 C
(a) supycz E [dlSt (VgnN(O),@ 9(9))} N—>—>+oo 0.
(b) The event
sup dist (VgTN,N(G),(?Cg(G)) — 0 forall §cZ=.
9e= N—r+o0

holds almost surely.
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The proof is deferred to Appendix A.6.

Clearly, Theorem 4.8(i)-(ii) tell us that simultaneously for all § € Z, Vg, y(6) is within a ball around the
Clarke subdifferential of g at any § € = both in expectation and high probability. The result also quantifies
its radius and how it vanishes with N and 7. Arguing as for Theorem 4.6, this radius vanishes as N — 400
by taking 7 ~ (xlog N) ™', for any  such that kALZ €]0,1/2 — o], a €]0,1/2[. The convergence rate of
the first term in (21) is then nearly O (N ) (up to logarithmic factors). An alternative choice that does not
depend on Z is 7 = ¢/ log(log N), ¢ > 0, entailing a convergence rate of the first term in (21) of O(N ~1/2)
up to a polylogarithmic factor. As far as the o, (1) term in (21) is concerned, we do not have a quantitative
estimate for the corresponding rate in general. Under additional assumptions, a close inspection of the proof
Lemma A.4 reveals that the convergence rate in 7 is at least

0 (TM LY Tm) — 0 (<.

1>1

This is again the term that will dominate the convergence behaviour of (21) and would vanish slowly for the
choice 7 = 1/log(log N).

Remark 4.9. It is worth noting that the statements of Lemma A.2, hence Theorem 4.8, only ensure subsequen-
tial convergence of the gradients whose cluster points are Clarke subgradients of g. This is sufficient for our
purposes, and for instance when analyzing convergence properties of our SGD algorithms (see Section 5).
Showing global convergence of the gradients, together with a precise form of the limit Clarke subgradient
and the corresponding convergence rate in T is possible, but is a more complicated problem. This in turn
necessitates extra regularity assumptions. For the interested reader, this is detailed in Lemma A.4 in the
appendix.

5 Robust optimization algorithm via SGD

We are now ready to describe our algorithmic framework to solve the PRO problem (8) based on the stochastic
subgradient (SGD) method. To make the presentation easier, we assume that © = R? though our algorithmic
framework will be extended later in Section 5.2 to the constrained case over a convex compact set by including
a projection step. We now consider the standard setting where pg in (8) is the empirical measure on Z, hence
leading to the finite sum minimization problem

M
min {G(G) def % Zgz(ﬁ)} where  g;(6) L nax L0,z +u), (22)
i=1

fcRP u€Ce

5.1 Without smoothing

As revealed by Proposition 2.1, the Clarke subdifferential has only inclusion rules under finite sum and
pointwise maximization. Thus, if in addition to (H.2), is £(-, z; +u) is assumed locally Lipschitz continuous
for each (z;, u), then the calculus rules in Proposition 2.1 give us the inclusion

. of 1 & 1 1 &
07G(0) = 0% | - 4i(0) | € 72> 9%4i(0) € 72 > Di(6), (23)
i=1 =1 =1
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where
DZ(Q) = conv {khm Vgﬁ(@k,zi + uk) 20— 0,0, € S, u € Ce, 5(9, 2 + uk) — gi(e)} .
—00

Remark 5.1. The inclusion above, for instance the one of the sum rule, is strict in many situations of interest
in applications. For the sum rule, one may consider other generalized derivatives or even other (but closely
related) fields than the Clarke subdifferential, e.g. the conservative fields proposed in [59, 40]. These fields
enjoy nice sum and chain rules and coincide with the Clarke subdifferential almost everywhere. However,
calculus rules for conservative fields under pointwise maximization involving an inner constrained maxi-
mization oracle is still an open problem.

We are now naturally led to consider the set of critical points:

—1
o ydef [ al
crit-G = MZDi (0). (24)
=1

Clearly, this set is larger than the set of critical points (9 G)~1(0).
Let (By)ren be a sequence of nonempty mini-batches sampled independently, uniformly at random in
[M]. We can then devise the following iteration

1
Ort1 = O — Yrdy, Wwhere dj € Bl E D;(0}), (25)
il
1€By

and (v )ken is a positive step sequence decaying at an appropriate rate. A natural question now is whether
the sequence (0)xen in (25) enjoys some convergence guarantees to the set of critical points in crit-G. For
this, we will rely on the stochastic approximation method for differential inclusions with compact and convex-
valued operators developed in [4 1], and used recently in [39, 42]. The idea is to view (0 )ren as a discrete-
time stochastic process which asymptotically behaves as the (absolutely continuous) solution trajectories of
the differential inclusion

0€6(t)+ = Zi\il D;(6(t)) for almost every ¢ € R,
6(0) = bo,

(26)

whose stationary solutions are the critical points in (24). A key argument to invoke the results of [41], is to
build an appropriate Lyapunov function and show that the function G is path differentiable, that is, it obeys
the chain rule

d . 1 Y
3, C60) = (0(t),v), Vve - ;Di(%f))- (27)

While path differentiability can be shown (see later) for the finite sum under tameness/definability for the
Clarke subdifferential, it seems very difficult to deal with the pointwise maximization and to prove path
differentiability of g; with the field D;.

The situation however changes if we work under (a part of) assumption (H.5), in which case (20) applies
and (23) becomes

c of 1< 1 & 0
09G(0) =9 | -2 D ai0) | € 52> 0%i(0). (28)
=1 =1
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where
9%g:(0) = { VoL(0,z +u)dp(u) : p€ P(Argmax L0,z + C5)>} . (29)
Ce

This gives the scheme in Algorithm 1.

Algorithm 1: SGD for PRO without smoothing.
Input: Step-sizes (7x)ren according to (31); mini batch sizes (by)ren; € > 0;
Input: Initialization 6y;
for £k =0,...do
Draw independently uniformly at random a mini-batch By, C [M] of size by;
for i € By do
| Solve @; € Argmax,cc. L(O, 2i + u).

dp = i EieBk VoL(Ok, zi + U;) ;
Or+1 = O — Yrdi.

This algorithm enjoys the following guarantees.

Theorem 5.2. Assume that (H.1)-(H.2) hold, that L(-,z; + ) is locally Lipschitz continuous for each
(zi,u) € Z xCq, and that L(-, z) is differentiable with NV o L(-, -) continuous in both its arguments on © x Z.

Then
1 B
crit-G = (M Z;a gz> (0). (30)
1=
Suppose moreover that || - || and L are definable in an o-minimal structure., and that the step-sizes satisfy
1
Z’yk:—i-oo and vy =o0 . (31)
log k
keN

Consider the sequence (0y)rcn generated by Algorithm 1. Suppose that (0y,),.cy is almost surely bounded.
We have, almost surely, that the set of cluster points ) # €((0r)ren) C crit-G, that (G(0y))ken converges
and G is constant on €((0y)ken).

See Appendix A.7 for the proof.

A caveat of Algorithm 1 is that one has to solve the inner maximization problems to compute the subgra-
dient approximation dj, as dictated by (29). We recall that this can be computationally challenging in general
and iterative schemes do not come with any guarantees unless stringent assumptions are imposed on £. To
avoid this, one can appeal to the smoothing strategy as we develop now.

5.2 With smoothing

Denote for short the smoothed objective
1M | M -1
o , _ .
Grn(0) = i ;93,N(9)7 crit-G, N = (M;V%N) (0),

where gfr  is the smoothed version of g;; see (15). In this section, our aim is to capitalize on the results
of Theorem 4.8. However, this must be done with care. Indeed, the gradient of G x(#) is an inexact
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version of an actual Clarke subgradient element of ﬁ Zf\il 0%gi(0), and the crucial idea is then to make
this error vanish or sufficiently small by appropriately choosing the smoothing parameter 7 and the number of
integration points N (see (H'.6)). In principle, from Theorem 4.8, this error term can be uniformly bounded
for all § in some compact set =, and the bound depends on several constants which themselves depend =.
To apply this, one may think that it would be sufficient to assume that the algorithm sequence (0)ien to
live in = to be done. There are however several issues with this reasoning. First (0 )ren will be a random
process in our stochastic algorithms, and assuming that (6y)ien is bounded almost surely as usually done
would entail that = is itself random. One may turn to the more stringent assumption of uniform boundedness
of the sequence of iterates, i.e., that = is non-random. This is however not sufficient either as the choice of
the sequence 7 should avoid dependence on =, if not known a priori, to generate (6x)xeny C Z as this would
induce a causality dilemma.

To tackle these issues, we have then elaborated two strategies. In the first one, 7 and NV are fixed but = is
unknown, in which case one can only get approximate critical points®. In the second algorithm, 7 and N will
vary with iterations while = is known and fixed, to make the subgradient error term vanish and hence ensure
convergence to critical points of the original objective. This will necessitate, however, to add a projection
step on = in the algorithm and to carefully account for the subgradient error term and this projector in the
convergence analysis.

5.2.1 Fixed parameters

The idea here is to choose 7 and N respectively small and large, but fixed. We propose the SGD algorithm:

Algorithm 2: SGD for PRO with smoothing.
Input: Step-sizes (7x)ren according to (31); IV integration samples (u;) e [n) drawn independently
uniformly at random in C.; smoothing parameter 7; mini batch sizes (by)xen;
Input: Initialization 6y;

for k. =0,...do
Draw independently uniformly at random a mini-batch By, C [M] of size by, ;
L(0,z;+u;)
. . . def N %
d, = i ZieBk VQZ—,N(QIC)’ with Vg:—,N(ek) = ijl VoL(0, 2 + UJ)W ;
1=1¢ T

Or+1 = Ok — Yrdy.

We will denote wg the event of sampling the IV integration points (u;) je[n]- Denote

. = /2 t)log N =4(r 'Lz z(lz=+ 1)+ L=) D=
oV 1,2) E Lz o6 | [P UIBT | 22 (T Lez( U )= | i),

For k > 0, we also define the x-critical set of GG as

M
. def . 1 c
-G = : Wi E i < .
crit,—G {9 dist (O, 2. 0% g (9)) fi}

Recalling (30) from Theorem 5.2, crit,—G can be seen as k-approximate critical points of G.

Theorem 5.3. Assume that (H.1), (H.2), (H.3), (H.4) and (H.5) hold. Suppose moreover that L is defin-
able in an o-minimal structure than contains also the log-exp structure. Run Algorithm 2 with ~y;, chosen

according to (31). The following holds,

3An alternative strategy would be also to extend the results of [43] to the non-smooth case, but this would only allow for the
choice 7 = 1/log(log(N)).
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(i) Conditioned on wg, if (0)ken is almost surely bounded, then we have almost surely that the set of
cluster points O # €((0x)ren) C crit-Gr n, that (G- n(0k))ken converges and G- n is constant on
€((Or) ren)-

(ii) Let = be any compact subset of crit-G, n. For any t > 0 and N large enough, the following holds
with probability at least 1 — 4N " on the event wg,

M
1 _
sup dist [0,— > 8% (0, < (N, 1,t,5), 32
e‘T,NEE ( M;l 9i( ,N)) ( ) (32)

ie, 0N € crite(y,r,z)~G for all 0-n € =

Assume that crit,—G is compact for some k > 0. If T and N are chosen small and large enough,
respectively, such that (N, T,Z) < k, then with the same probability on wg, one has

sup dist (0, crit-G) < o(¢(N,7,E)) < ¢(k), (33)

0711\{ €=

Jfor a nonnegative increasing definable function ¢ : Ry — R, continuous at 0 and which vanishes
only at 0.

See Appendix A.8 for the proof.

A few remarks are in order.

Remark 5.4. » There exists an o-minimal structure containing globally subanalytic functions and the
graph of exp, see [31]. This family is very large and covers all applications we have in mind.

* The bounds (32) and (33) can also be established in expectation by invoking (19).

* The statement of Theorem 5.3(ii) asserts that bounded crit-G ;. y points are approximate crit—G points
with high probability. As discussed previously (see page 13), there are different ways of choosing T
such that the rhs of (32) is small, and each choice will entail a different convergence rate to zero.
Moreover, the choice that entails the fastest convergence would depend on Z. On the other hand, the
choice T = 1/log(log N) entails a slower rate but has the advantage of not depending on =.

e N can be selected considering the dimension of the problem as advocated by the literature on Monte
Carlo or Quasi Monte Carlo integration [37, 35].
5.2.2 Iteration-dependent parameters

We now propose an alternative algorithm where = is fixed a priori by the user. For this one solves the
constrained version of (22) over a nonempty convex compact set =, i.e.,

0e= u€eCe

M
1 e
min {G(H) = M 2:92(9)} where  g;(6) def max L(0, z; + u).
i=1

This is a standard approach in many fields such as machine learning. This gives the scheme summarized in
Algorithm 3 which incorporates the projector on =, P= : RP — =, which is single-valued by convexity of
E. Hence, by construction, we have (6y) reny C Zand uniform boundedness is in force.
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Algorithm 3: Projected SGD for PRO with smoothing.

Input: Step-sizes (7 )ren according to (34); number of integration points (N )xecn; smoothing
parameters (7% )ken; mini batch sizes (bg)xen; € > 0;

Input: Initialization 6y;

for k=0,...do

Draw independently uniformly at random a mini-batch By, C [M] of size by ;

Draw N, samples (u;) je[,] independently uniformly at random in C; ;

£(9,2i+uj)
def

, . A N -
di = = Y iep, VI n, (Ok), with Vgl (0k) = S0 VoL (0, 2 + “j)zﬁk— CrET
1=1¢ Tk
| Or1 = P=(0r — idi).

Because of the presence of the projector Pz, the set of critical points we will be interested in now is

L M -1
1t—(GG= = _ c . =
crit-Gz (M ;1 07 ¢g; + N_) (0),

where Nz is the normal cone to the set = in the sense of convex analysis. Note that Nz is not compact-valued.
We will need to strengthen (31) to

ka = +o00 and Zv,% < 400. (34)
keN keN

We will assume the following on the parameters 75 and Ny:

ALE

(H.7) Ask:—)—koo,n;—>Oande\/;\%c — 0.

We then have the following convergence result.

Theorem 5.5. Assume that (H.1), (H.2), (H.3) and (H.5) hold. Suppose moreover that = is a nonempty
convex compact set and that || - ||, £ and = are definable in an o-minimal structure. Suppose that ~, and
(7%, Ni) (34) and (H.7) respectively. Run Algorithm 3 with this choice of parameters (yx, Tk, Ny ). We have,
almost surely, that the set of cluster points O # €((0x)ren) C crit-Gz, that (G(0k))ken converges and G is
constant on €((0x)ken)-

See Appendix A.9 for the proof.

Remark 5.6. Other algorithms can be used instead of projected SGD provided they are proven to converge
with appropriate generalized subgradients (see [44] for instance).

6 Numerical results

In this section we report experimental results on a classification problem using neural networks*. We compare
our training algorithms to other training methods. Though we illustrate our algorithm on a classification
problem, our abstract setting is general enough so that the algorithm applies to any robust optimization
problem, even beyond machine learning. In fact, the core idea is to choose the loss £ to adapt to the problem
at hand. For instance, for the standard regression problem, one takes the usual quadratic loss, or the logistic
loss for logistic regression.

“Implementations were made available at ht tps: //github. com/williampiat3/DistributionalRobustViaPointwiseSmoothing.
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6.1 Experimental protocol

Dataset Experiments were all performed on the Avila dataset, introduced in [45]. This dataset is repre-
sentative of a classification task — writer identification in medieval manuscripts through page layout features
— with 8 input features and 12 classes. We centered and normalized the input features in a preprocessing
step. The label distribution is uneven for the twelves classes (A:41%, B:0.048%, C:0.99%, D:3.4%, E:10%,
F:19%, G:4.3%, H:5.0%, 1:8.0%, W:0.43%, X:5.0%, Y:2.6%), with a class A that is far more present than the
other labels. This dataset was selected for its moderate input dimension to keep Monte Carlo sampling needed
for computing (15) reasonable, and because it has unevenly distributed labels which will help highlighting
the compromise between generalization and robust learning.

Neural network classifier We build a 3 layer MLP network f : © x R® — R!2 with two hidden layers
of 200 neurons each and an output layer, resulting in p = 44000 parameter vector 6; i.e., © C R*40% To
comply with our regularity assumptions, we used the ELU activation function [46]. The loss used for training
the network is the cross-entropy loss after a softmax step on the network output. More precisely, for a training
example z = (z,y), where = € R® is a feature vector and y € [12] is the (true) label, the loss is given by

12
L0, z)=—f(0,z),+ log Z efOi | =log | 14 Z el O)i=10.)y
J=1 J#y

where the subscript y (resp. 7) stands for the y-th (resp. j-th) entry of the vector f(6,z) € R'2. Observe
that this loss also verifies assumptions (H.1)-(H.5) and £= = 0.

Training methods For comparison purposes, we trained the MLP network with three different methods:
* Non-robust training: this corresponds to minimizing the non-robust loss ﬁ Zf\i 1 £(8, z;) using SGD;

* Adversarial PGD training [18]: this is a heuristic algorithm proposed to solve the PRO problem (22).
It alternates between an SGD step on the parameters @ and a projected gradient ascent (PGD”) step as
attempt to solve the inner maximization problem in (22), i.e., to find an adversarial attack;

* Qur robust training method. In our experiments, we used Algorithm 2 to solve (22).

Our aim is to show that we can provably train a robust model using our algorithm, while being competitive
with current state of the art procedures for robustifying neural networks, for different values of the pertur-
bation radius . Throughout this section, we take C. = BZ(0) with typically ¢ = +oo (see Table 1). All
experiments were carried out with training methods run with the same number of epochs/iterations, batch
size and therefore the same number of updates (see Table 1 for details).

Performance metrics For a pair (z,y) € R® x [12], let Fp(z) = Argmax;cig) f(0,2); be the predicted
label. We denote 1 : R? — {0, 1} the mapping that returns 1 if its arguments are equal and 0 otherwise. In
the numerical results, we will report three different performance metrics.

5The inner maximization problem involves indeed an ascent step and the acronym should rather be PGA. But we stick with the
original acronym of [18] though it is not precise.
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* Test Accuracy: We define it as the accuracy on a test dataset {(z;, y;) : i € [Nyest] }:

Ntest

S 1(Fp(ai). ).

i=1

Test Accuracy =
test

* Adversarial Accuracy: This metric is meant to represent the accuracy on an adversarial set given by
applying a white-box PGD attack [18]. The attack depends on the loss function £, a ball BZ(0) in
which the attack is constrained, and a tuple (x;, y;) of data points to be attacked. It reads

Ntest
> 1(Fy(:),y;) where &; = PGD(L,B(0), i, y:).
=1

Adversarial Accuracy =
test

* Worst-case Robustness Accuracy: This is defined as the worst-case accuracy when the data points
undergo perturbations within a ball BZ(0) (the same ball as for the PGD attack). More precisely, recall
that g, is the uniform measure on BZ(0). For N perturbation realizations (uj)j»vzl drawn i.i.d. from
Ui, we compute this metric as

Ntcst

min 1(Fy(x; +uj),y;).
Noest 2 jelN) (Fo(z; i) Yi)

Robust Accuracy =

For large enough number of samples [V, this metric is intended to show robustness as promoted when
solving the PRO problem during the training.

In addition to these metrics, we also compute an estimate of the upper-bound of the Lipschitz constant of
the neural network. To this end, we chose the LipSDP method [47] which is efficient, accurate and adequate
for the size and structure of the networks used.

All above metrics were computed for each of the three training methods, for different values of . We
made 100 runs for each configuration with different initializations to account for statistical variability. The
training and test sets have been sampled once for all runs to ensure that the only source of variability originates
from differences in the initialization of the training methods. The plots we will display show the median value
and the quantiles at 0.1, 0.25, 0.75 and 0.9.

Remark 6.1. Ultimately, the ideal metric for quantifying robustness is the population robust 0-1 loss. This
is however computationally intractable. It is closely linked to the adversarial frequency [48]

E( min ﬂ(fb(u),y)

z:y)~vpo ueBI(x)

The robust accuracy attempts to estimate this quantity by drawing random samples in both the min and expec-
tation. This however may suffer the curse of dimensionality when estimating the min value. The adversarial
accuracy uses a heuristic in the form of an adversarial attack obtained by PGD []S5], but as we argued
above, the latter does not enjoy any convergence guarantee. The robust accuracy metric appears as a better
representative metric of the robust behavior of a training method with the proviso that N is large.
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6.2 Influence of the smoothing parameter and number of integration samples

As advocated by Theorem 5.3, the number of samples NV in the Monte Carlo integration must be large enough
and the smoothing sequence 7 has to be take small enough (see the discussion in Remark 5.4). Of course, in
practice, the choice of N is limited by obvious hardware memory reasons. Some workarounds can be found
to extend the batch size, however they drastically increase the computation time. Therefore we need to check
experimentally how the algorithm behaves in practice with different values of 7 and V.

For each value of 7 and IV, the Monte Carlo integration samples in our robust training method are drawn
in the hypercube Bf%5(0). The inner maximization problem is assessed and averaged on the test set by
resorting to a fixed sampling of the perturbation set. This sampling is chosen larger (10°) than the largest
value explored in the set so as to maximize the chance that the metric is evaluated accurately when testing.

Robust loss

100000

10000

1000

100
1e-05 . . 1.0

Figure 1: Influence of 7 (x axis) and NV (y axis) on the robust loss on test set (color scale). The darker the
better.

Figure 1 shows the value of the robust loss for different values of 7 and N, after a fixed number of
iterations (see Table 1). The observed behavior is indeed as expected: the more we shrink 7 and increase the
number of samples N the smaller the error on the robust loss.

6.3 Robustness to perturbations

In this section, we present a few experiments illustrating the robustness to perturbations of a classifier learned
with our training method, and provide comparison to the adversarial PGD training method (see above for
details).

For these experiments, we set B2°(0) as the perturbation set in the adversarial PGD training method and
in our robust training method. In the latter, and motivated by the results of Figure 1, we kept fixed the number
of integration samples N = 5.10° and the smoothing/regularization parameter 7 = 10~*. See Section B for
the details on the choice the parameters in these experiments.

We plot the evolution of the test accuracy (Figure 2), adversarial accuracy (Figure 3) and worst case
accuracy (Figure 4) against the robustness radius €. The plain line shows the median value and the shaded
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learned network estimated using LipSDP [47].

—— Non-robust training
—— Our robust training
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Figure 2: Test accuracy metric of the
three training methods on Avila dataset:
Non-robust training (blue), Adversarial
PGD training (green), Our robust training
(red), with median (plain line) and 10%
and 90% quantiles over 50 trials.
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Figure 3: Adversarial accuracy metric
of the three training methods on Avila
dataset: Non-robust training (blue), Ad-
versarial PGD training (green), Our ro-
bust training (red), with median (plain
line) and 10% and 90% quantiles over 50
trials.

For the sake of completeness, and due to the fact that the loss values do not account for the complexity
of the distribution of the predictions, we also provide three confusion matrices (i.e., percentage of predicted
labels per each class in the test set). We normalized the confusion matrices column-wise as it allows to assess
which percentage of the real label was split to which predicted label. The confusion matrices were computed
for our three training methods and we set € = 0.3. The results are displayed in Figure 6.

On all the figures above, the behaviour of our robust training method is competitive compared to the
popular PGD-based adversarial training, and differences are in general small. We note that our robust training
is better on the test accuracy for moderate perturbations (Figure 2), while adversarial PGD training appears
to be slightly better in terms of adversarial accuracy (Figure 3). We note, as expected, a decrease in accuracy
on the test dataset as the perturbation radius € increases, but a better tolerance to perturbations/attacks since
increasing the perturbation radius €, we make the learned neural network-based classifier stable to larger
adversarial attacks. This is symptomatic of the trade-off between robustness and generalization, see e.g.,

[ s > ’

]. Note also that the variability across runs is small (and highest for the non-robust training),

confirming that the performance of all the training methods is reproducible from run to run and for different

initializations.

The decrease in accuracy of our robust training method and the adversarial PGD training one on the test
set can be further understood when considering the confusion matrices in Figure 6. Indeed, we see that these
two robust learning methods aggregated the labels that were close to label A, namely labels C, D, E, F, G
and H: this is due to class A being overly represented as it leans toward aggregating samples that are close.
The labelling performed by the robustly trained networks on a test point assigns the label that has the greatest
mass in the € perturbation ball around the test point. This clearly means that some feature vectors originally
in classes C, D, E, F, G and H are in fact within a ball Bg(O) around those of label A. Class B has a very
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Figure 6: Confusion matrix for Non-robust training (left), Adversarial PGD training (middle) and Our robust
training (right). All matrices are normalized column-wise to display the percentage of predicted labels per

each class in the test set.
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limited number of samples (5, only 0.048% of the dataset), however, it appears to be far enough from the
other classes not to be confused with them.

As far as Figure 5 is concerned, one can clearly (and unsurprisingly) see that the our robust training
method and the adversarial PGD training one tend to monotonically reduce the Lipschitz constant of the
learned networks as € increases. The fact that, on an adversarial set, the non-robust training method per-
forms poorly compared to robustness-aware training methods is expected (Figure 3). Observe also that the
performance of our robust training method is similar to the adversarial PGD training method on this dataset.
Of course, adversarial attacks favor those models that have already been trained in an adversarial setting.
The main drawback of our robust training method remains its computational cost compared to the adversar-
ial PGD training method. For instance, under the hyperparameters in Section B with € = 0.3, both training
methods were performed on the same GPU A100 with the same number of epochs and updates. Adversarial
PGD training took 47 min whereas our robust training took 11 hours. The former remains a very effective
method for solving empirically the PRO problem though it lacks theoretical guarantees in general. Let us
stress that, despite this increased cost, our robust training method can be more effectively parallelized as it
only requires one expensive forward pass and one expensive backward pass whereas the adversarial PGD
training method requires multiple iterations of both.

7 Conclusion

Numerically solving distributionally robust optimization problems (DRO) is a very challenging task in robust
optimization that has ramifications in many fields including machine learning. While the DRO has been
approached in the literature under stringent and unrealistic assumptions, this paper takes a new perspective
and demonstrates that the DRO problem with a sufficiently small error can be approached with a pointwise
counterpart (PRO). In order to solve the latter, we have designed a novel SGD-type algorithm that builds
on an appropriate smoothing of the inner maximization problem of PRO and Monte Carlo sampling, hence
avoiding the intractable inner maximization problem. Our approach is one of the first few to enjoy provable
convergence guarantees without the need of high smoothness or convexity/concavity assumptions. On the
numerical side, when applied to a real-world supervised neural network-based classification problem, our
robust training has shown a similar or slightly better performance compared to state-of-the-art adversarial
training.

The main limitation of our algorithm is that it comes at the expense of an overall higher computational
cost. For instance, in large-scale machine learning applications with overparametrized neural networks in-
volving a very large number of parameters and a high-dimensional input space, scalability of our robust
training framework remains a challenge, particularly due to the simplicity of our Monte Carlo integration
step. To overcome this limitation, one potential avenue for future investigation is the use of more sophisti-
cated sampling strategies, such as those based on Langevin diffusion.

Data Availability

The Avila dataset [45] used in this study is available publicly on the UCI repository [53] at the link https:
//archive.ics.uci.edu/ml/datasets/Avila. It consists of page features from an XII century giant
Latin copy of the Bible and the identity of the copyist that produced the page.
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A Proofs

A.1 Proof of Proposition 3.1

For any z € Z and € > 0, we have
sup (£(6,) —2llz— /17 > sup  (£(6,#) —llz— 2"
ez [|z—2"||<e
> sup L(6,7) — el

llz—2"ll<e

Taking the expectation on both sides, we get

B, [ sup L0 z'>] <98+ Banpy | sup (£06.2) ol = #)|.
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In turn, since v > 0 was arbitrary, we take the infimum on the right-hand side and use the duality identity
(6) with W = W{, which holds under assumptions (H.2) and (H.1), to get the lower bound.
Let us turn to the upper-bound. We use (6) and that £(6, -) is [ z-Lipschitz continuous by (H.3) to get
that for any v > 0,
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Optimizing for ¢ and after basic algebra, we get
lz ¢=1  _ 1 /
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This upper-bound is minimal for v = ¢, Ze_(q_l), for an explicit constant ¢, ;.. Plugging this value of +y in
the upper-bound, and noting that by compactness ((H.1)) and continuity ((H.2)), the sup is actually a max,
we get the claim. O
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A.2 Proof of Proposition 4.1

We provide a concise self-contained proof as the arguments are standard. We equip P(C.) with the weak—x
topology. Since C. is compact, P(C;) is weak— compact by [54, Theorem 15.11]. It is also convex. In addi-
tion, recall that the weak—+ topology is the weakest topology which makes the integration against continuous
bounded functions a continuous linear form. In then follows from continuity of £(6,-) and compactness
of C. that p1 +— sz L(6,2)du(z") is weak—* continuous. It is known that KL(-, y1¢) is convex and lower
semicontinuous in the weak—« topology on P(C.). Thus, since 7 > 0, the objective in (11) is convex and
upper semicontinuous. This together with convex and weak— compactness of P(C.) entail that (11) has
a nonempty convex and weak—x compact set of solutions. Uniqueness of the minimizer then follows from
strong convexity of the probability simplex KL(-, 1) on P(C.) thanks to the celebrated Pinsker’s inequality.
The closed form solution follows from standard calculus of variations and Lagrangian duality; see e.g., [30,
Lemma 6.6]. ]

A.3 Proof of Theorem 4.2

(i) Forany z € Z, define ¢, (0, 1) o Jo. £(8, 2 + 2" )dp(2") — TKL(p, pus). Since KL is non-negative,
we have for 7/ > 7 and any 0 and . € P(C.), it holds that

1/}7"(97 :U’) < %(97 H)'

Thanks to Proposition 4.1, for any (6, 7), there is a unique solution to the maximization problem in
(11). Let fig -+ € P(C.) be this solution for § and 7’. Thus we have

g‘r(‘g) = max 1/}7'(9) /J’) > ¢T(97 ﬂG,T’) > 1/)T'(9, /7’9,7'/) = gr (0)7
HEP(Ce)

ie., 7 € Ry — g,(0) is nonincreasing. Moreover, it is easy to see that g-(0) < ¢(#). In turn
7 € Ry — E.~p [9-(0)] is also nonincreasing and E.,, [9-(0)] < E.~,, [9(0)].

Now, g, is bounded from below uniformly in z (by the same lower-bound as £ thanks to (H.2)), and
so is £, ,, [g-]. Thus, by the monotone convergence theorem, E..,, [g-] converges pointwise to
E.~p, [sup, g-]. Continuity of £ (see (H.2)), compactness of C. and © allow to apply the Lebesgue
dominated convergence theorem to the inner integral in (12) to infer that g is continuous on ©. There-
fore, by Fatou’s lemma,

iyt B [9-(00)] > Bovpy | fim, 00(00)| = vy [0 (0]

Qk—>0
whence we have that (E.~, [9-]),- is a sequence of lower-semicontinuous functions on ©. Since

O is closed, the I'-convergence claim then follows from [28, Proposition 5.4, Remark 5.5 and Exam-
ple 6.24].

(ii) We focus on the lower bound as the upper bound was shown above. Letus denote z* € Argmax,/.c_ £(6, z + 2'),
where the set of maximizers is a nonempty compact set thanks to continuity of £(6, -) and compactness
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of C.. We then have by (H.3)

£(8,2+z/) L)(G,z+z/)—£(0,z+z*)
7 log </ e * dz'):£(9,3+z*)+rlog/ e T dz’

€

L£(0,z242")—L£(0,2+2%)
:g(9)+7'10g/ e P

€

—¢z(II2/—=*|
> g(0) +Tlog/ e#dz’.

€

Convexity of C. entails that
T(Ce—2")+2"=(1—-71)2"+7C. CCq,

and thus

,Z 2! ¢ "ZI*Z*H
7log </ ew) = )dz’> > g(0) +Tlog/ e~ = T )dz’
< T(Ce—2z*)+2*

bz (rllz'—=*]|
=g(0) + 7log <7’m/ e 2 T )dz’>

qbZ(TDCE)
> g(0) + 7log Tm/ e+ dd

=g(0) —mr log(T*I) + 7log(pe(Ce)) — oz (tDe.)

(35)

Inserting this into (12), we get the bound. Taking the expectation on both sides of (13) yields

sup [Eznp [97(0)] = Eznpo [9(0)]] < A(7).

By assumption on ¢z, we have h(7) — 0as 7 — 01 whence we get that E.~po [g-] converges
uniformly on Zto ., [¢]. Combining this with lower-semicontinuity of ., [g-] for each 7 shown
above and closedness of =, the I'-convergence claim is now a consequence of [28, Proposition 5.2,
Remark 5.3 and Example 6.24]. O

A.4 Proof of Theorem 4.4

Taking the expectation on both sides of (13) gives
Eznpo [97(0)] = Ezpo [9(0)] = h(T) = Bz [£(6, 2)] — h(1).

The right-hand side being bounded from below by (H.2) and © being compact by assumption, we deduce
that the sequence (E.~,, [g-] + to).,+, is equi-coercive (see [28, Definition 7.6 and Proposition 7.7]). The
first claim on convergence of the minimal values (resp. minimizers) follows by combining equi-coercivity,
the I'-convergence claim of Theorem 4.2, and [28, Theorem 7.4 or Theorem 7.8] (resp. [28, Corollary 7.20]).
The last claim is immediate from the second as the cluster point is unique. O
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A.5 Proof of Theorem 4.6
‘We have

lgr.8(0) — 9(0)] < |g-(8) — g(0)] + |gr.n () — 9-(0)| < h(T) + |g-n(0) — g-(0)]

where we invoked Theorem 4.2, and more precisely (13), in the last inequality. It remains to bound the last
term in the above bound. This is the subject of the following lemma

Lemma A.1. Under the assumptions (H.1)-(H.2), the following holds for any compact set = C ©
(i) We have

ALE
Te T
supE 0) — g, (0)]] < .
sup g (0) = 0: ()] <
(ii) If, moreover, (H.4) holds, then for any t > 0
(p+t)logN = ac=dl=Ds
0 < e T =
zlelglgr,fv( ) = g-(0)] < 7e” oy te N
with probability at least 1 — 2N .
ACE AﬂE
(iii) Suppose that T is a function of N, say Tn, such that Tye "N logN + £

— 0as N — +oo, then
(a) suppez E [|g7'N7N(9)

g O] —>_0.

(b) If, moreover, (H.4) holds, then the event

gTN,N(e) — 9N (0)

— 0 forall 0€Z=.
N—+o00
holds almost surely.

Proof. To lighten the notation, denote

9 def 1 L0, z+zk)
Ly

(i) Since the z;’s are independent samples from the uniform distribution supported on C., we get

1 L£(0,2+2")
E[S¢ :/ e+ d7.
[ N] ﬂﬁ(cs) -
We then have

v (0) — 9,(8) = log ( Sy ) |

E[S}]

31



Using the standard inequality log(1 + ¢) < ¢ for ¢t > 0, we have

9e(0) — 3r(0) = rloe (% ) 1 (5% > BIsh) 4 riom (B2 ) 1 (5% < mish)
< TS%E‘[S?TM (8% > Bls}]) + roion) — %S]ng_ Ny (58, < Bs)

<re = ((S% —EIs%)) 1 (s% > E[s4]) + (EISA) - 5% ) 1 (s% < E[s4)))
— eSS — B[SY]. (36)

L(G7z+z£)
Denotey; = e~ + . Jensen’s inequality and and the fact that the random variables y; are i.i.d. yield

[m

z
1 e
—E[yQ]lﬂ < -

i Nk 37)

1
E[|S% — E[S%])] < E[(S% — E[S%)?Y? = —=E|(y — E[y)4Y/? <
(1SN — E[SN]I] < E[(Sy — E[SN])7] ey — BT <
This shows the bound in expectation.

(ii) Let us turn to the bound in probability. Using again that y; are i.i.d. and bounded (they live in the

interval [eég/ T eL/ ]), we are in position to invoke Hoeffding’s inequality to obtain that for any
€ >0,

P (I9:.x(0) = 9:(0)] > €) <P (|S% — E[SK]| > e£/7e/7)

N2 6245 /72

N (eZE/T _ GQE/T>2 72

2N€72A£E/T62
<2exp|—>5—"|.

<2exp | —

T

Taking € = Te% Iilé)]%[N’ for any K > 07 we get
= [klog N
P <|gT,N<e> —g,(0)] 2 me T[T ) <ONF, (38)

The rest of the proof uses a covering argument. Recall the covering number of = in the norm ||-|| at
resolution § > 0 is the smallest number, N (Z, §), such that = can be covered with balls Bs(6;), 0; € =,

i € [N(E,9)],ie., E C Ue(z,s) Bs(0i). The finite set of points Es 3 {6;: i € [N(E,9)]} is
called a (proper) d-net of =.

For any 0 € Z, there exists 0; € Z5 such that ||§ — ;|| < 6. We then have
197.8(0) = gr(0)] < |grn(6i) = gr(6)] + 97,8 (0) = gr. N (65)] + |9 () — g-(6i)]-
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Arguing as in (36), and by the mean value theorem, we have

m

c ,
|9- 3 (0) = grv (63)] < e 7 SR — S|
- N , ,
= 1 L(8,242) L(0;,242))
e ) e
Nk:l
=1 =
_L& er
sTe T NZ - |£(0, 2 + 2;) — L(0:, 2 + )]
k=1
S ) [ )

where we used (H.4) in the last inequality. The same bound is valid on |g,(0) — g,(6;)|. Thus

ALE
sup [g-n(0) —g-(0)] < sup  |grn(0i) — g7 (6i)] +2e + I=4.
0c= i€[N(E,0)]

Taking x = p + t in (38) for any ¢ > 0, and using a union bound, we have

P ( sup  |grn(6i) — g-(6;)] > Tt W) <2N(E,6) N~ (39)
i€[N(E,0)] 2N

Set § = 2D=/N. Since = C Bp_/5(0), we have from standard estimates of the covering number that

_\ P
N(E,6) < <1+%> < N,

Plugging this into (39) gives the claim.

ALE

def (24p)log N Acs 4l= D=
(iii) Leteny = Tnve ™™ (/G50 +e N =575

(a) The convergence in expectation is immediate.

(b) For the almost sure convergence, we start from claim (ii) to see that

P <Zup |grn N (0) — gry (0)] > EN) <2N72
€=

Since the right-hand side above is summable in N, we conclude by the (first) Borel-Cantelli
lemma that with probability one

lim sup sup |g-y,~(0) — g5 (0)| = 0,

N—+oo €2

whence almost sure convergence is immediate.
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A.6 Proof of Theorem 4.8
By the triangle inequality

dist (Vgr,n(0),0%9(0)) < dist (Vgr(0),0g(0)) + [ Vgr(0) — Vgrn (0)] -
We will bound each term separately.

Lemma A.2. Assume that (H.1), (H.2), (H.3) and (H.5) hold. Then

sup dist (Vg (6), 809(0)) -0 as 70", (40)
o=

To show Lemma A.2, one observes that under our assumptions,

L(@,i—&-z/))

oo
Vg-(0)= | VoL(0,2z+2)

e (41)
Ce fcg exp (M) dv

which is an expectation with respect to a Gibbs measure indexed by 7 (and (z, #)) and supported on C.. In
view of the rule (5), the proof will then amount to showing that as 7 — 07, the family of such Gibbs measures

has all its cluster points in the narrow topology (equivalent to the weak—x topology) in P ( Argmax £(6, CE)) ,

or that it even converges in the weak—* topology to a measure supported on Argmax,,cc £(0, z + 2/ ).

Proof. To lighten notation in the proof, we drop the subscript in C.. Let the (Gibbs) probability measure’

L£(6,z42")
7\ def (& T /
dHT(Z ) = Wdz .

Jee v

Denote M & Argmax £(0, z + C) (we drop the dependence of M on z and € to lighten notation). Com-
pactness of C and continuity of £(#, -) imply that M is a nonempty compact set. Without loss of generality,
we assume that max £(6,z + C) = L(0,z + M) = 0 (otherwise, one can use a simple translation argu-
ment). The proof of this claim is inspired by standard arguments in the literature of simulated annealing and
Markov chains (see e.g. [57, Proposition 1.2] or [55, Corollary 2.1 and Proposition 2.3])®. We provide a
self-contained proof adapted to our setting.

Given € > 0, we define

U ={ueC: L(O,z+u) > —€}.

By assumption (H.3), ¢ is strictly increasing and vanishes only at 0, and thus, for any u in the open tubular
neighborhood of radius ' (¢) > 0 around M, we have

—£(9,Z + u) = E(evz + M) - ‘6(972 + u) < ¢Z("Z - u”) <¢,

®This is reminiscent of works on simulated annealing where 7 is the temperature parameter; see e.g. [55, 56]. Our context is
however different and in particular, C. is not the whole space nor it is a finite set nor a compact submanifold.

"Strictly speaking, we should also index it with (z, ). In this proof, we will drop this to lighten notation.

8We thank the reviewer for raising similar arguments.
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where Z is the closest element of « in M. We then deduce that ¢/ contains the open tubular neighborhood
of radius ¢ (€) around M. This implies that y1(U¢) > 0. We then have

L£(0,2+2)
Jé\uee T dz
L(0,z4v)

Joem = dv

e+ pe(C\U)
- fue/z €£(9’:+U> dv
Seéﬁc@\uﬂfgégudcf
e pue (U) peUe)

/

pr(C\U) =

Passing to the limit as 7 — 0 we get
pr(C\US) — 0.

Compactness of C implies that P(C) is weak— compact by [54, Theorem 15.11]. The family (7 )-> is then
sequentially precompact by Prokhorov’s theorem. Let (14, ) ren be a subsequence with weak—s cluster point
fi. We then have f1(C \ U¢) = 0, and since € is arbitrary, we get that ji is supported on 4° = M. We thus
infer, in view of continuity of Vy£(6,-) (by (H.5)) that

Vg, (6) = / VoL(0, 2 + 2)dpn, () ———> / VoL(0, 2 + 2 )d(#) € 8%g(6),
C C

k—+o00

where we used (5) in the last inclusion. This is being true for any subsequence (i, )xen, We conclude that
all cluster points of (Vgy, (0))xen belong to 9 g(8) which is equivalent to (40). O

Lemma A.3. Assume that (H.1), (H.2) and (H.5) hold. Then the following holds for any compact set= C ©.

(i) We have

ALE

2L:g€7
supE [||Vgrn(0) — Vg-(0)]|] < ——F=—-
SUpE [|[Vgrv (6) = V- (O)]l] Wi

(ii) If, moreover, (H.4) holds, then for any t > 0 and N large enough,

(42)

ac® [2(p+t)log N acE 4 T_ILE I=+ 1)+ Lz) D=
sup [Vgr (6) — Vg (0)]] < ALz 55 (/2P FDIBN | ( z(l=+1) + Lz)

v N ° N
(43)
with probability at least 1 — AN~
ALE -1 ATEE
(iii) Suppose that T is a function of N, say Ty, such thate ™~ % + j\/ Y L 0asN— ~+o00, then

=E 0) — Vg, (0 0.
(a) supgez E[[[Vgrn(0) — Vg (0)]] Nt
(b) If, in addition, (H.4) holds, then the event

sup [|[Vg-(0) = Vg n@O)| — 0 forall §e=
fe= N—+oo
holds almost surely.
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Proof. To lighten notation in the proof, we drop the super- and subscript in C.. Denote the probability
measures

1 L£(0,2+2") 1 N £0.z+z))
Al (=) & € 7 42 and duf ry def 2 675,
SR PP
where
def 1 L(0,2+2") z+z 0 def 1 Lo, Z+Zk)
S dz’ and SY = .
T ue(0) /Ce o N TN Ze
Denote
L£(0,2+2") 1 L£(0,2+2))
¢l < Nem T de and Gfy € Zvec 0,2+ ) 7 .

k 1

We have made here the dependence on , 7 and IV explicit as it will make our reasoning clearer.
In the first part of the proof, 6 is a fixed vector in =. We have

Vg-(0) — Vgr-n (0 /Vgﬁ 0,z + 2)dul (2 /Vgﬁ 0,z + = )duTN( "

and thus, by assumption (H.5),

Vg-x(6) ~ Vg-(0)]
SG
< | [ voew.s+ ) (1- o7
¢ STN

0
= /Veﬁ(9,Z+Z')de(Z) 1- ST) +
C

—L%
<L~Z€ T

S?
. VoL(0, 2 +2) <duﬁ(zl)59 - dﬂ?—,N(Zl)> H
TN

SP N — S8+

(44)

(i) Since IE[S? Nl = Sf, the bound in expectation of the first term in (44) follows from (37). For the

C(O 2+2))
second term, we argue similarly. Indeed, let Y3, = VL(6, z + 2} )e ‘

. Since E[Gf_ ~] = G%and
the random vectors Y}, are i.i.d. , we have

m

1 L= ez
< _E[|Y|FV2 < 22T
< EIv )P

e |6ty - o N

Combining these two bounds and (44) yields (42).

(ii) Arguing as in (38), we get that for any x > 0,

'

= |klog N _
T,N_SE‘Z T >S2N "
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L£(0,2+24)
Since E[GiN] = GY and the random vectors Y, = VL(0,z + z})e” = * are i.i.d. and bounded,

we apply the vector Bernstein inequality [58, Lemma 18] (who refined slightly [59, Theorem 12]), to
get that

2 2
1
nez 1

> e) <e R TE <907 RT

(et

for any 0 < e < ¢2/v, where maxy, ||y — E[Y%]|| < v and maxy, E[[|Y;, — E[¥2]]|?] < <2. But from
above, we can take

u]

z
v=2Lzze+ and ¢*= LézeQT.

z
This entails that, choosing € = 2L= ze = 4/ W, we have

> 9Ls pes ) 208N 1;ng> < IN7F,

for any x > 0 and NV large enough such that % > 32k. Plugging the above bounds into (44), we
obtain, for any fixed 6 € =, that

£ [2klog N
P(HV%(ﬂ-—V%mN@H>4Laze%;\/Kt$§><<2N‘“+2N‘“=4N‘W

To make the above bound hold simultaneously for all § € =, rest of the proof uses a covering argument
in the same vein as in the proof of Lemma A.1. Let =5 be a d-net of =. For any 6 € =, there exists
g; € =5 such that |0 — ;|| < J. Thus, we have

P (HGﬁ’N el

IVgrn(0) = Vg (O)| < [Vgr,n(0i) = Vgr (0:) |+ Vgrn (6:) — Vgrn (0)[[+[Vg-(6:) — Vg (0)] .

(45)
For the first term, we use a union bound and take x = p + ¢ for any £ > 0 and /N such that % >
32(p + t), to obtain

ac® [2(p+t)log N _ _
P(ﬁmHWwM—WMMZMmeT@A3g>§M@&NWQ
i€[N(Z,0)]
(46)
Let us turn to the two remaining terms in and bound the first (the second follows similarly). We have,

arguing as in (44),

L

_z _(E .
IVgrn(0) — Vgrn(0:)|| < Lz ze 7 +e T HGf,N —GY

0 0;
ST,N - ST

We have already shown in the proof of Lemma A.1, using (H.4), that

150y — Sliy| < 77le T I=6.
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On the other hand,

: L\~ Lzt |
HG N G H NZ HV@K 0,2+ 2,) — v9£(9i,2’+zk)H
k=1
3 !
%ZHVQLZ 0,2+ 2}) H E(G +2}) _€£(61’7+ 0
k=1
= eéLE(s"‘T_le;LE,zé.

Hence

|IVgrn(0) — Vgrn(0:)] < Tﬁle%ﬁzL: zl=0+ eAfELgé + T716¥L5725

AL

=e¢ 7 (1 'Lz z(l=+1) + Lz) 4.

Setting § = 2D=/N, we get N (Z,0) < NP. Plugging this into (46) and combining with (45) proves
the claim.

(iii) (a) The convergence in expectation is immediate.

(b) For the almost sure convergence, we argue as in the proof of Lemma A.1, setting ¢ = 2 and
invoking again the (first) Borel-Cantelli lemma.

O]

A.7 Proof of Theorem 5.2

We first show that G is definable on an o-minimal structure. Indeed, o-minimal structures enjoy powerful
stability results under many operations: for instance sublevel sets of definable functions are definable, finite
sums of definable functions are definable, and functions of the type sup,cg F'(u,v) (resp. inf,cs F'(u, v))
where F' and S are definable, are definable. Definability of C. together with that of £ imply that g; is definable
for each i. In turn, we get definability of G as a finite sum of definable functions.

Consider an absolutely continuous curve 6 : R, — RP. The function GG being locally Lipschitz contin-
uous, t — G(0(t)) is also absolutely continuous and thus

%G(G(t)) = % ; %gl( = Zul, (t)), forallu; € %g;(A(t)) and fora.e. t > 0,
where we used that the functions g; are path differentiable for the Clarke subdifferential by [60, Theorem 5.8].
Therefore, G is a Lyapunov function for the set crit-G. Moreover, by [39, Theorem 6], G(crit-G) has empty
interior.

By assumption on (6y,) e, there exists a [0, +0o[-valued random variable C such that supcy || 0x|| < C
almost surely. In turn, as the Clarke subdifferential is compact valued, there exists another [0, +o00[-valued
random variable M (C'), which only depends only on C, such that almost surely

sup{ ol :ve | 0%u(0k) p < M(C).
i€[M],k>1
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Moreover, the direction dj, is such that
di = vk + C,

with vy € & Zf\i 1 0%9:(0%) and the random process (j is a zero-mean bounded martingale difference
noise. The boundedness properties and the choice of the sequence v, allows to apply [41, Remark 1.5(ii)
and Proposition 1.4] to get by [4 1, Proposition 1.3] that the continuous-time affine interpolant of (6 )xcn is
almost surely an asymptotic pseudotrajectory of the flow (26). Combining this with [41, Theorem 3.6 and
Proposition 3.27] gives the claimed results. O

A.8 Proof of Theorem 5.3

(i) Our definability assumption ensures that G'; v is definable. The first convergence statement then fol-
lows by arguing as in the proof of Theorem 5.2 (see also [61, Theorem 6.1.1] for a part of the claims
since G'7 y is smooth).

(ii) For any compact subset = C crit-G; y and éﬂ N € = we have

M M
) 1 C A ) - 1 C A
dist <0a i ;:1 0 gi(HT,N)> = dist <VGT,N(97',N)7 i ;:1 0 gi(eT,N))
M

1 : i 5 _
< i Zz; dist (VQT,N(GT,N), 8091’(97,1\7)) .

Taking the supremum on both sides over =, the bound (32) then follows from Theorem 4.8(ii).

Let us now turn to (33). Recall that the g;’s are locally Lipschitz continuous and definable under our
assumption (see the proof of Theorem 5.2). It follows that ﬁ Zf\i 1 (‘)Cgi is a definable set-valued
mapping with closed graph. We are then in position to apply the metric subregularity result as given
in [62, Proposition 3.1]° applied on the compact set crit,—G to see that there exists a nonnegative
increasing definable function ¢, continuous at 0 and vanishing only there, such that for all § € crit,—G

M
. . . 1 o
dist (6, crit-G) < ¢ (dlSt (O, i E 0 91(9))> .

1=1

Since (N, 7,t,Z) < K, we have from (32) that = C crit,—G with the same probability. Using again
(32) and that ¢ is increasing, we conclude.

A.9 Proof of Theorem 5.5

Let us fix some notations. Equip R? with the Borel o-algebra. Let wy def (w,{? , w;? ) be the event of sampling
the mini-batch and integration points at iteration k£ € N (the events w,? and w,f are mutually independent, and
wy, are i.i.d. from a probability measure ). Let ¢ : R? x 0 — R? be the stochastic subgradient oracle used
in Algorithm 3, i.e., 9(0x, wr) = di. A filtration is a sequence of non-decreasing sub-o-algebras (Fy)ren,
i.e., Fr, C Fi41 forall k& € N. In our context, we take F, = o (6;,w;—1 : i < k), i.e. the canonical filtration
or history of Algorithm 3.

9 Actually, [62, Proposition 3.1] is stated there for semialgebraic set-valued mappings, but can be extended to operators definable
on an o-minimal structure (see also [63, Remark 3.2]).
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The proof consists in invoking [60, Theorem 3.2]. To this end, we need to verify Assumption A and B
therein. Our argument is in the same vein as in the proof of [60, Theorem 6.2] but we need to handle carefully
the presence of the error term and the sampling of the integration points.

Observe that [60, Assumption B] is verified thanks to the definability assumption on || - ||, £ and =. We
also have by construction that (Hk)keN C = which is a closed set and thus [60, Assumption A.1] is in force.
Moreover, (34) is precisely [60, Assumption A.3].

To check the remaining assumptions, i.e., [00, Assumptions A.2, A.4 and A.5], we first rewrite the update
of Algorithm 3 in the Robbins-Monro stochastic approximation form (see e.g., [61, Section 6.1.1])

011 = 0k + (v + k), 47)

where
v = —E[9(0k,w) | Fi] — % 'E [0k — 190k, w) — Pz (0 — I (0k,w)) | Fi

and
Ce = (P2(0k — 0Ok, wi)) — O — B [Pz (6 — 190k, w)) — Ok | Fic] )-

It is understood that the conditional expectation is wrt to the event w ~ P. Moreover, we will use the bound

10k+1 — Okl < IOk, wi). (48)
Indeed, since = a closed convex set, 051 is the unique solution to

min |6 — (6 — 79 (Ok, wi) |- (49)

Thus, strong convexity of this objective yields

1
10x11 — Ok — Y69 (On, wi))|I? < 116k — (B — 0 (O, wi))||* — 3 [
Simplifying yields
1051 — Okll® < V(O (Or, wi), O — O).-

Applying Cauchy-Schwarz inequality gives (48).

Checking [60, Assumptions A.2] corresponds to verifying that (6 ),y and (vy),cp are almost surely
bounded. This is obviously true since (fx)reny C Z by construction (0, is even uniformly bounded). For vy,
we have using respectively Jensen’s inequality, (48) and Assumption (H.5) that

okl = |7 "E [0k — Pz (6k — 796k, w)) | Fi] |
<E ([ 0k = P= (0 — w00, ) || | Fi]

SE[190k W)l | Fel < _ max [|[VyL(0, 2 + u)|| < Lzz < +oo. (50)
0e=ic[M],ueCe

Let us now turn to verifying [60, Assumptions A.4], i.e., the series Zle ~;¢; converges almost surely.
First observe that (7,(x),cy i @ martingale difference noise sequence. Indeed, IE [v(. | Fi] = 0 and using
(48) and (50) we have

E [kl | Fi| = Var [P=(6 — wd(Bh, i) — 04 | Fil

<E [[P=(0k — w00, 1)) — Oxll” | Fe| <RLZ .
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whence we get, thanks to (34) that

Zy,ﬁE [||Ck|]2 | fk} < L%,z Z’y,% < 400 almost surely. (51)
keN keN
Thus the random sequence (Zle ~iGi)keN is a square-integrable martingale which satisfies (51) and it fol-
lows from [64, Theorem 5.4.9] that Zle ~;C; converges almost surely to a finite limit.

It remains to check [60, Assumptions A.5], i.e., for any converging subsequence 6}, (that we do not relabel
for simplicity) in = whose cluster point is some point § € =, we have

n—-+o0o

1 .
lim dist [ —— ,A(0) | =0 almost surely,
im dis ( n;% ( )) almost surely

where A is the set-valued operator on R

M

A(9) = % Z 0°gi(0) + N=(0).
i=1

For this, we start by noticing that since A is convex-valued (both the Clarke subdifferential and the normal
cone Nz are), we use the Jensen’s inequality to split this in two bounds according to
1 & 1< 1 &
dist | —— AB) ) < = [ ist [ E —N" 0%, (@
ist ( - > u, (9)> = > | dist ( [0k, ) | Pl 47 > o 91(9)>
k=1 k=1 I=1
+dist (E [y, ' (0 — w90k, w) — Pz (O — md 0k, w))) | Fi] ,NE(é))]
(52)
For the first term, using Jensen’s inequality recalling that the Clarke subdifferential is convex-valued, we have

M M
dist (E [9(0k,w)) | Fil s % > 8Cgl(ek)) = dist (Ews [E,5 [9(0k, w?, ) | Fi] | Fi . % > acgl(ek)>
=1 =1

M M
. 1 i S 1 C
= dist (M ;Ews [VQTkJVk (O, w”) | fk} i ;8 gl(ek)>
1 M ‘ M
< 7 Bws |dist (2 Vglrk,zvk(%ws)v;3091(91&) | fk]

IN

M
1 .
LS B [dist (T, (01 ). 0 04(60) | ]
=1

M
1 .
17 D Bus [dist (Vg x, (05,0%), 0g:(6k)) | Fi]

<
i=1
: i S C
< mmax sup s [dist (Vg3 v, (6,0°),0%9:(0))] -
(33)
Denote xy, the right hand side of the last inequality. (53) tells us that
| M
C
E[0(6r,w)) | Fi] +erer € 57 ;0 91(0k), (54)
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for some vector ey on the unit sphere and 0 < € < K. Now ki — 0, hence ¢ — 0, thanks to Theo-
rem 4.8(iii)(a). Therefore, since the Clarke subdifferential is outer semicontinuous, hence the graph of 9% g,
is sequentially closed for any [ € [M], E[J(0y,w) | Fi] is (uniformly) bounded by (50) and 6, — 0, we
infer from (54) that every cluster point of E [(6),w) | Fy] belongs to - Zf\ﬁ 10%q(0),1.e

dist (]E [9(0k,w)) | Fil Z g ) (55)
Let us now turn to the second term of (52). The first order optimality condition of (49) reads

7 (66 = Pz (B = w0, w)) ) = 90k, w) € N (P= (0 — (0, ))) (56)

(0, w) is bounded almost surely in w and 7 — 0, and thus v, (0, w) — O almost surely in w. As
0 — 0 € = and Pz is continuous (see [33, Theorem 2.26]), we have almost surely in w

Pz (0r — 0 (0k, w)) — 0.

Furthermore, similarly to (50),
[ (6 = P= (86 — 0Bk, )) ) = 90, w)| < 222 < +o0.

Thus using sequential closedness of N= in (56) implies that almost surely, each cluster of -, 1 (Hk —P= (Gk —

Ve (O, w))) — (0, w) belongs to N=(0), i.e

dist ( <9k — Pz (0k — 196k, w ))) VO, w), N; (9)) — 0 almost surely in w.
Now since 0 € Nz(f), we have
dist (5 (0 = P= (0 = W00k, w)) ) = 904, w), N2(0)) < | (86 = P (0 = 9(00,)) ) = 9(00,)|
<2Lzz
We are then in position to apply the dominated convergence theorem to get
dist (E [y, " (05 — 790k, w) — Pz (0 — 190k, w))) | Fr] - N=(0))
<E [dist (v; ' (0k — 790k, w) — Pz (6 — w90k, w))) , N=(0)) | Fx] — 0. (57)
Plugging (55) and (57) into (52) shows that [60, Assumptions A.5] is indeed verified. This completes the
proof. O
A.10 Global convergence and convergence rate of the Gibbs measure

We will need some regularity properties on the set of maximizers M. We say that a set S C R™ is €"-
stratifiable, for some integer » > 1, if there is a finite partition of S into disjoint 4" submanifolds (M;);cr
of R™, called strata, with m > dim(M;y) > dim(Mz) > --- > dim(M|;) > 0.

Lemma A.4. Suppose that (H.1), (H.2) and (H.5) hold. Assume also that:
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(Hpq.1) L£(0,.) is €2 on an open set containing C. with Holder continuous third-order derivative;
(Ham.2) forr >3

(a) M is €"-stratifiable with closed strata;
(b) foreachi € I, the Hessian Vg,ﬁ(@, 2+2') is negative semidefinite for any 2’ € M, with constant
rank m — dim(M,).

Then

def

Vg (0) — n0) = [ VeL(0,z+ 2)du(z) C 9%(0),

T—0t+ My

where |1 € P(My).

Remark A.5. The assumption that the partition of M is disjoint can be removed by assuming in addition that
each intersecting pair of submanifolds (M;, M), i # j, do so transversely [05, Theorem 6.30]. Therefore,
M; N M is also a submanifold whose dimension strictly smaller than that of M; and M. The main

change in our proof will lie in subtracting the contribution of these intersections in (60), and then use that
their dimensions are strictly smaller than that of the largest submanifold.

Proof. For any Borel set C C R™ and k € N, H¥(C) is the k-dimensional Hausdorff measure. It is nor-
malized to coincide with the Lebesgue measure on R”. For a k-dimensional smooth submanifold of R™, its
k-dimensional Hausdorff measure coincides with the Riemannian volume measure.

By (Hq.2)(a), for any r > 3, M is ¢ -stratifiable and thus the strata (M;);c are €"-smooth compact
submanifolds.

Given € > 0, for each M;, we define its open neighborhood
Ui = {u e R™: dist(u, M;) < €}.

Letyf & Uier Ui- We then have for f € &

/ FeS 2 = | pe™ e + / F(2)e™ 5 ay. (58)
c enud X(a )

Since f(C) is compact by compactness of C and continuity of f, and 3x > 0 such that V2’ € C\ (C NU),
L0,z +2") < —k <max L(#,C) = 0, the second integral in (58) verifies, for any s > 0,

L(O,242") z+z
/ f(z)e = d7
c\(crid)

Let us now turn to the first integral. We have, for e sufficiently small

f(z') L(0,z+2") z+z ) Z £(97j+2/>d2/. (60)

el Cﬂu

—S

T < (ue(C)sup|f(C)) 7 %™ = 0 uniformlyas T — 07,  (59)

cnu

Since, for any ¢ € I, M, is a compact C"-smooth submanifold with » > 2, it is a set with positive reach
thanks to [66, Theorem 4.12] (see [606, Definition 4.1] for definition of sets of positive reach). Thus, it follows
from [66, Theorem 4.8] that P 54, is single-valued and Lipschitz continuous on ;, hence C N U;, for some
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€ > 0 small enough. This together with rectifiability and measurability of the sets C N {; and M allows to
apply the coarea change of variable formula [67, Theorem 3.2.22(3)] to get

Lo, z+z ) ’ L(0,u) 1 M1 ms
f(2')e dz’ = o Jem T (Imy (P ) (w) ™ dH™ " (w) | dH™ (v),
e i \/Py, ()
where m; = dim(M;), I, (P, ) is the m;-dimensional Jacobian of P a4, i.e

T (Pa,)(w) = y/det (D(Pur, ) (u) D(Pag,)()T)

and D is the derivative operator. In addition, since M; is %r—smooth, we have from [68, Proposition 5.1]
that P4, is € !-smooth with Lipschitz derivative on i; (taking ¢ smaller if necessary). This entails that
the key estimates of [56, Lemma 6.1] hold in our case. The rest of our argument follows then similar lines
to those of [56, Theorem 3.1, starting from (9.3)]. This allows us to show that

A _m=—my; E(O z) /
11m+ T2 f(z)e dz
T—0 CN;

m—my;

— 2™ (1m = )ty B /M IRIEYOR

N|=

dH™(v), (61)

where (—);(v)); are the m — m; eigenvalues of the Hessian V2,£(6,v) for v € M, which are negative by
(Haq.2)(b), ay is the k-dimensional Lebesgue measure of the unit ball in R, and

@t | 275(k—2)(k—4)-(2)  forkeven
k - k

272(k—2)(k—4)-(3)y/7 fork odd,

Since the strata are ordered by strictly decreasing dimension, we have from (61) that for any ¢ > j,

. _m-—mj L(g 2) . my—mg _m-—m, L(6 z)
lim 77 2 / f(z)e dz' = lim 772 <7’ 2 / f(2)e dZ) = 0. (62)
—07t cnlY; T—0+ CNd;

Combining (62) (for j = 1) and (61) (for 7 = 1) with (58), (59) and (60), we get

. _m-—m £(9,2+z/) . _m-m L(6,z)
lim 7~ 2 /f(z/)e T dY = lim 77 2 1/ f(z)e = d
C Nty

70t 70t

m—mji
7YL77711

= ZT(Tn - ml)a(m—m1)/8(m—m1) /M f(’l)) H )\1(0)_
j=1

1

N

dH™ (v).

Applying this with f = 1 and arbitrary f € %, we get that u, converges in the narrow topology to the
probability measure supported on M; C Argmax £(6,C)

m—mj

1
Jey (T M) 2 ) amm (u) 1l

By the continuity assumption (H.5) on V¢ L(6, 2 + 2’), we deduce that

du(v) = A(v)72 | dH™ (v).

lim Vg.(0) = lim [ VoL(0,z+ 2 )du (') = VoL(0,v)du(v) € d%g(),
T—07F =0t Jc M
where we used (5) in the inclusion. This concludes the proof. ]
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B Additional information on the experiments

Following the recommendations of the paper that introduced the dataset [45], we removed the columns with
the modular ratios and the data was centered and normalized. The neural network trained is a MLP with 2
layers of 200 neurons each and an output layer of 12 neurons for the 12 classes with ELU activation function.

’ Parameter Value Description ‘
’ General parameters for all trainings ‘
Epochs/Iterations 1500 Number of epochs

Optimizer SGD-type SGD for vanilla training, Algorithm 2
for robust training
Initial step-size 0.01 Initial step-size/learning rate
Step-size decay 0.1 every 300 epochs Multiplicative decay
Batch size 100 Batch size input data
Train set size 10430
Test set size 10437

Robustness radius

range between 0. and 0.3

Only relevant for adversarial and
robust training

Loss function

Cross Entropy Loss

Weight initialization

Xavier Glorot’s [69]

Default initialization for Pytorch
modules

Parameters for adversarial training

Adversarial Loss Cross Entropy
Iteration number 40 Iterations for adversarial attack
Attack norm loo Norm of the attack, taken accordingly

to the Sampling ball

Parameters for robust training

Monte-Carlo integration 150 000 Number of samples for computing
LSE
Sampling ball B2 Ball for uniform MC sampling, taken
accordingly to the attack norm
T 0.0001 Fixed 7 for LSE computation

Table 1: Parameters for the trainings on Avila dataset
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